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idFlow

1. idFlow

1.A Primary purpose

m idFlow is used to automate and optimize user and authorization processes.

Booklet

m idFlow includes all the necessary functions for synchronization, provisioning, workflow, onboarding, change,

offboarding and risk assessment.

1.B Unique selling points

m idFlow is a highly integrated "all-in-one" product. The entire life cycle of all accounts and authorizations of the

SAP and NonSAP systems is supported.

m idFlow is an SAP add-on developed in ABAP and does not require any additional hardware investments.

m idFlow enables an unrivalled cost-><-benefit ratio.

1.C Main functions

idFlow Functionality

identity & accessManager

. changing .
onboarding masterdata & offboarding

registration v unsubscribe
. authorizations

O Identities & Accounts
& »2) Access

/N ‘
- /\ R I

design redesign Activities

(Emergency & Operation)

’) Authorization

authorizationManager | riskObserver |
4

1.D Integration SAP & NonSAP

idFlow Integration
SAPd

L

workday.

Accounts
% Authorizations

ERP
E‘? Analytics
| § ,5‘ CRM ...
workday.
SCIM {-\ctlve
REC Directory

B® Microsoft

SAP NonSAP
s% SADA @ é,:;} > 100 Applications
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1.E Business-Functions / Applications
Principle of: L
. = Highest Usability
Ad hOC-Processing (USEI’-DI’IVET‘I) %J Webbrowser @1
{Identity-Workplace ] (Request-Monitor/ Workflo | ‘ Authorization-Workplace ]
= change-Actions | = = — ==~ (change-Actions }, :- - | Authorization-
Authorization "% | Create/Change / Delete — — PFCG i | Optimizer
-Observer £ Unlock / Lock / Password || Change-Workflow Business-Role : — :
- : +/ - Authorizations — /-Catalog
e — [ ‘4 e P P —— Authorization-
_E'\'/‘I;iggz:‘cy"“cess ‘idFlow Functionality idFlow Integration periver
Activity-Risk = identity & accessManager — w 0 Accounts M Authorization-
. changin .
-Observer :’&'ﬁ;‘:::ﬁ :j:;zf::gi G r &y Authorizations Distributor
{ () Identities & Accounts ERP. :
“r’) Access Analytics
\
A Active
Directory
)) Authorization A Risk l " WE Microsoft
| I}
design LLELTEY) redesign snn SR - SAP NOHSAP
(Emergency & Operation) = W % e @ > 100 App“cations
authorizationManager riskObserver | S/AHANA onpramise o _
Identity / Account - - ::::"“ ==
=Project e AR
e 11
=Location — " =
RBRBAC rRBABAC rBJITA
Role-Based-Access-Control Attribute-Based-Access-Control Just-In-Time-Access Account-Mass-Processing
Automated-processing (Rule-Based) £ Maiom Autarmation Webbrowser 3 sAP-GUI
= Most Accurate Data
= Least Privilege
Adhoc-Processing (User-Driven)
Identity-Workplace
Authorization-Observer Too few / too many permissions?
emergency accessManager Emergency-Authorization-Provisioning
Activity-Risk-Observer Analysis of critical activities
SoD-Risk-Observer Too many permissions? (-> Audit, etc.)
Authorization-Workplace
Authorization-Optimizer +/ - Transactions/applications (used/unused)
Authorization-Deriver + / - / change: Org.-Level of customer organizational units
Authorization-Distributor Distribution of Authorization-Elements in the System-Landscape
SoD-Risk-Observer Too many permissions? (-> Audit, etc.)
Automated Processing (Rule-Based)
Synchronizer & Provider Account-/ & Authorization-Data-Flow (create, change, delete, provide)
Role-Based-Access-Control Permissions based on predefined Roles

Attribute-Based-Access-Control | Permissions based on a combination of attributes

Just-In-Time-Access Permissions that are only required for certain time windows

Account-Mass-Processing Subtractive measures such as deletion, blocking, demarcation, etc.

Side 4 from 24



idFlow Booklet

Principle of Highest-Usability
m  The applications are available to the various user groups via web browser.
m  The functionalities follow the "all-in-one" approach and react dynamically to the respective user groups (au-
thorizations & customizing).
Principle of Most Efficiency
B The userinteractions trigger "actions". These can be configured very flexibly and can automatically trigger
suitable follow-up activities themselves. This results in a considerable reduction in work steps and effort.
Principle of Maximum Automation
m  Processes that follow a describable rule can also be automated!
m  Customizing decision tables map the corresponding set of rules.
Principle of Most Accurate Data
m  The necessary data flows are mapped in Customizing decision tables.
m  Event recognition ensures proactive and reactive data synchronization.
Principle of Least Privilege
m  Rule-based just-in-time access enables the automatic provisioning/deprovisioning of authorizations that the
user only needs at certain times / time windows.
m Rule-based account mass processing is the counterpart to additive functions such as identity creators etc. The

typical tasks are the subtractive measures such as deletion, blocking, demarcation, etc.
1.F Komponenten

identity & accessManager

Catalog Management of all Identities & Accounts

Workplaces Customer-, Employee-, Administrator-Services

Synchronizer Account-Data-Flow (auto-create, -change)

Authorization-Provisioning

Identity-Assigner Analysis (duplicates, errors) and assignment of accounts to identities
SoD-Risk-Observer Too many permissions? (-> Audit, etc.)

Authorization-Observer Too few / to many permissions?

Identity-Creator Multi-/Mass-Creation of Identities, Accounts und Authorizations
RBJITA Rule-Based-Just-In-Time-Access

RBAMP Rule-Based-Account-Mass-Processing

-l
(1)
=

authorizationManager

Management of all authorization elements
Workplaces Customer-, Employee-, Administrator-Services
Business-Roles Combination of different authorization elements & destinations
SoD-Risk-Observer too many permissions? (-> revision, etc.)
Optimizer +/ - : Transactions/applications (used/unused)

+/ -/ change: Org.-Level of customer organizational units

Distributor Distribution of Authorization-Elements in the System-Landscape

Emergency-Role-Provider Emergeny-Authorization-Provisioning

Activity-Risk-Observer Analysis of critical actvities

o
3
= 8
oq &
g 5
a ]
<
Q
[}
[}
1]
w
w
<
)
>
Q
o
o
=

licenseManager

Calculator Calculation and optimisation of licenses

coreFunctions
Requests & Workflow Request, E-Mail, Process-Steps, Responsabilty
Risk-Observer Access-, System-, Operations-Security
Activity-Tracer Authorization-Trace, Workload, Security-Audit-Log, etc.

Data-Collector Data collection and central storage in all systems
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2. identity & accessManager [1am]

2.A Big-Picture

User Lifecycle Management

Eintritt Organisationswechsel Austritt
Identity & Access Manager

Erstellung des Anderung des Abgrenzung des
—) —) Ty
Provisionierung von Zuordnung von
Berechtigungen Berechtigungen

Workflow Risk-Observer Mitigation
el D B

Observer

Access Security System Security Operations Security

potentielle Risiken eingetretene Risiken

2.B Identity-Workplace (web browser / Fiori)

Selection Identity-Tree
writity-Synchronizer & -Provider —
B'. o . p i VO g ol dd e -: r
im A i s . T v =
= - > e
Hit-List = @'—i - [ st b
- P Pl gt i b
- £ : [ ShadowRole-Check | [BallactRolelheck |
; ; L —
Change-Mana, =
. -Accounts
Sap- a
ERF-Aocounts Employee-Self-Services
SaP- ; } Adhoc-Actions ——
Cloud-sccounts Create / Change / Delete i S —
Unloek f Lock/ Password £ ==
-l counits +¢ - Authorizatio s
..... nfo Workfiow Bection, nfa ieb| EA
I )
Principle of:
= Most Efficiency == -
. Identity Account
- Synchronization create / change / delete

" Customer-Actions  unlock / lock / password

- Authorization  Authorization-Observer
" +/ -/ provide SoD-Check
-~ Emergency-Access Shadow-Role-Check
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2.C Synchronizers & Providers

Event Recognition

Booklet

Event recognition is integrated into the core function Data Collection and makes it possible to detect state changes

in all integrated systems and trigger defined actions

For example, a name change in the HCM system or an e-mail change in the Active Directory can be automatically de-

tected and distributed to all relevant systems.

Data Flow

The synchronizer ensures that the master data of the accounts belonging to each other are synchronized.

The provider ensures that the necessary authorizations (defaults) and the requested authorizations (requests) are as-

signed to the relevant accounts.

Both the synchronizer and the provider are based on extensive sets of rules that are defined in customizing and can

be adapted by the customer at any time.

m The identity serves as a "container" of accounts that belong

together.

(e.g. R/3 user, S/AHANA user, SAP cloud user, AD account, person, nonSAP accounts, ...)

Any system and attribute can be both input and output.
Rules are mapped as decision tables.

Customer-specific exits are planned.

accounts, etc.)

Accounts and permissions can be defined as default. (Derivation from e.g. - position, - personal data, existing

m  Scenarios define the data flow and can be flexibly mapped for different needs. (e.g. internal employees, exter-

nal employees, technical accounts, ...)

NonSAP: Workday W
SAP Cloud: Success Factorsw

rm—— SAP ECC: HCM

‘ ITXXXX |

 Organisations-
management
)

‘ ITo105  ©

HCM
Synchronization

Strukturelle L
Berechtigungen

r—
—a—

- HCM-User-
— ) Synchronization

( Access & Identity l

‘ Manager ‘

| Rollen & -Sammelrollen |
[ Profile & Sammelprofile |

SAP-E.CC . -

[ BI-Profile J
( Portalrollen J
CRM-Rollen

SAP-Cloud
= Synchronization =P

- User- & Event-driven
- Dialog & Background processing —

NonSAP

- |

[ n____ |
[ Strukturelle Berechtigungen |
[ Parameter |
[

\
SAP-ECC

ERP, Bl, SRM, CRM, etc.

[ Rollen/Profile |
SAP-Cloud

SAC, DWG, SF, etc.

( Workday-Profile ]
( Litmos-Teams |

- Change-Management

AD-Account

NonSAP-Systeme

AD-Accounts \

Synchronization

AD-Gruppen \

Active Directory
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2.D SoD Risk Observer

The SoD Risk Observer ensures that the policies are permanently adhered to by automated monitoring of the de-
fined risks or that they are assessed, documented and dealt with in the event of a violation.

m Testitem - 1 Identity
m Basics - DSAG, SAP-GRC, auditing houses
m  Concept & Documentation = Excel
m  Customizing - Risk Organizer
-> Rule Organizer
m  Execution -> Dialogue & Background
Protocol -> SoD Analysis
m  Mitigation - Form & Workflow
Ll L[]
o FETT
User | A - JEFMAMIJASOND
HE
ARPENHHEE Gilltigkeit ]
Berechtigungs- z k3 z' E g g i g g ;
ELlemente HEEEEEEEEE

Rollen & -Sammelrollen
Profile & Sammelprofile

[ BI-Profile J

strukturelle Ber. A |
Strukturelle Ber. B HR-Produktion ‘ Portalrollen |
Bi-Tex \ CRM-Rollen \

Bl-Profil B Bl-Produktian -
| Strukturelle Berechtigungen |
User » Systeme »

Berechtigungs-Elemente User & Berechtigungs-Elemente ‘ Parameter ‘

v

Risiken » Regeln » SAP-ECC / SAP S/4

Berechtigungs-Element-Werte

ERP, BI, SRM, CRM, etc.
=S - e
egeln

SAP-Cloud
SAC, DWC, SF, etc.

‘{ Authorization-Element-Type

2

Regel 1
Regel 1
Regel 3
Regel 4

e

O : [ AD-Gruppen |
B [ Litmos-Teams |
: l 1
o NonSAP-Systeme

The rule and risks are transparently implemented in the system. They can be extended to suit the customers’ needs as
well as deactivated in a targeted manner.

@ Rsiken = 1111 Selekamracptonen 'R H]IS.
- Riskor Andiyse -
D Apgication Risk Manager Obeke-Typ / Objekt apz s R Berecnen  Suhe #Trefermesge oM
e Fnanaal Risk Audtor Fnancal Risk Audtor ~ @ Rutten
B8 Fiosncal Audreports Fiancal Audirsports < formation Secury Mansger nfermation Secur ey Manager @
B Agplation Rsk Audt Appikation Risk Audt W ASO: Acosss Securty Accas Sectty @
- wéormaton Seaurty Manoger * B8 Beschattung Frazess Beschatung @
8 ASO: Access Securty Access Securty - ineotur Frazess et
= g 5 imesttion Frazess Inestition
5 vertr invenr 5 vassanbourtschatting Frazess Kassanbeuitschafting 3
5 swestton Frocess Invesivon 5 Porsonal Frazess Personal
5 Sachkenten Frazess Sachhaota
o person Frozess personal = vertaut Frazess Veriaut
W Sachkorten Prazess Sachioaten 2 co 02 { e} ‘Verkauf: CO_VK_RS_01 AND CO_VK_RS_02 oLaL @ =
Prazess Veriaut 2 co_vi_ss_oudy {3s) Vertaf: COKRSOLADCOMRS 03 o3t & 4
@ Co_vK_s5_oven Verkaus: CO_VK_RS_01 AND 0O_VK_RS_02 2 o { 2= Verkauf: CO_VK_RS_01 AND CO_VK_RS_08 EN @ +
« B CovKCss. Vorkau: CO_VK_RS_01 AND CO_VK 8S_03 1§ COVK RS o1 ° €OV RS 01: oge @ 126
ones Vorkaus: CO_VK_RS_01 AND CO_VK_RS_08 1 CORS o8 {5 CO_VICRS 08: bearbeten DA @
oze8 Verkaut: CO_VK_RS_02 AN CO_VK_RS_08 7 ¥ CO_VK 5502408 { 38 ; CO_VK_RS_02 AND CO_VK_RS_08. o3t @ +
ot ‘Verkauf: CO_VK_RS_03 AHD CO_VK_RS_04 2 0. { 28 Verkaut: CO_VK_RS_03 AND CO_VK_RS_04 013t @ +
Wi ss_oses Verkau: CO_VK _RS_U5 AID CO_VK RS_06 @ o35 0506 0 Vedauf COVKRS S ADCOKRS 06 0131 B —
WKss_omar Verkauf: CO_VK_RS_05 AN CO_VKLRS_07 » @ co.vK_s5.0sa7 ® 0 Verkaut: COLVK .05 AYD CO. wxn G 4
- & CovK 55 ot Verkauf: CO_VK_RS_06 AND CO_VICRS.07 » & cowCss omar 0 Vertad: COVKRS 6 MO CORS. 7 013 B 4
* B 550; Sysem Seurty System Secunty Observer 5 550: System Socurty Sytem Securty Obsarver
= ExangieCompony B 0SAG Frietfanden SAP ERF 6.0
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2.E Authorization-Observer (Identity-Authorizations)

The Authorization Observer has the task of recognizing the risks that arise from the design / redesign of authorizations
(and can occur in productive operation) and to support their elimination.

A distinction must be made between two types of risk:

m  "too few permissions" -> Operations-Risk-Eliminator
->user can't work due to lack of permissions!

m  "too many permissions" -> Authorization-Optimizer
->SoD risks etc. arise due to non-necessary elements in the permissions

For both risk types, the analysis principle is to check the permissions assigned to an account (e.g. R/3 user) against the
collected traces.

m > Necessity (Use) of the Shadow Roles (previous roles) - too few permissions

m ->Needlessness (non-use) of Ballast Roles - too many permissions

These analyses are carried out iteratively, both in the project phase (design / redesign) and in the production phase.
Each analysis cycle leads to an optimization of authorizations.

In order to eliminate the operational risks in the productive phase, the user retains his previous roles until these
"shadow roles" are no longer necessary.

phase project (design, redesign) phase operations (risk elimination)
Activity-Tracer
planning
T I Activity-Trace-Queue (Planning: multi-time-slot, -System, -User) T
S Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection C(t).”e.lt.Ct
U STAU;HTRACE 5;036 SM20 activities
12 [ 4 2
System B Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection
STAUTHTRACE SI103G SM
| l i | Zf build
Activity-Trace-Profile (multi-time-slot, -System, -User) pigilzs
I ¥
+ Activity-Trace-Profile (multi-time-slot, -System, -User) +

Authorization-Observer

Identity-Catalog

observe

n Roles) (Test-User / Opetat anal-User) user / roles

Auth-Analysis ( = & ) Auth-Analysis ( = & ) Auth-Analysis ( = & ) Auth-Analysis ( = & )

—

design
concept-roles

Authorization-Designer 7___ o

/
Authorization-Catalog A ~
+ = 4+  Authorization (Concept-Role: new - (Deriver) - Operations-Role: actual) = +

1 remove
Authorization (Shadow-Role: predecessor) shadow-roles

phase project (design, redesign) phase operations (risk elimination)
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2.F Identity-Creator
The Identity Creator:

m is an easy-to-use user interface for requesting/performing the following actions:
o create Identities
o create Accounts
o add Authorization-Elements
m  Supports both:
o Mass upload via Excel template
o Mass processing dialog for:
= nldentities
= nAccounts
= n Authorization element

(V] K= QOO 2 ¥ @ PUpload (Excel-> SAP) i GetTdentity-No. 3 Set Identity-No. @ Identity @ Accountnew @ Account-existng @ AE  @BR € AE/BR-de

CE | CE: Identity-Creator
“#. Acc-Type® Dest.  * Account™ Kommentar™
R3-USER  BE3-210  DK0I5018
BE3-220

VL) [ L @ 2 ] ]
Def.Acc.

CE-Identity Vorname * Nachname

“changed 7

“ Kommentar” *

g

EIEIEIEIEIDEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIi

o

*changed 7 AE-Type”™ Authorization-Element-Key

%)
q

EEEEEEEEEEEEEEEEEEEEEQ’

~
&

BE3-210  DKD1S010

BE3-210  DKD17001

BE3-220
BE3-210  DK017005

BE3-220
BE3-210  DKD17006

20

EIEIEIEIEIDEIEIEIEIEIDEIEIEIEIEIEIEIEIEI%

q
EIEIEIEIEIDEIEIEIEIEIEIEIEIEIEIEIEIEIEIEI’E

EIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIEIDEIEIEI@

DOo00O0000000000O0OoOO0OoOg

EEEEEEEEEEEEEEEEEEEEE§>

OO00000000000000000000)
OO0O0O0O00000000000000000

Authorization-

Identity Account Element
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2.G RBJITA

Rule-based just-in-time access enables the automatic provisioning/deprovisioning of authorizations that the user only
needs at certain times / time windows.

m  Concept & Documentation - Excel
m  Customizing - Decission table (E96, E97, E98)
m  Execution -> Dialogue & Background
= Protocol —> Application log, action log, e-mail to administrator
Examples:
Role Access / Task Jan Feb Mar Apr Mai Jun Jul Aug Sep Oct Nov Dez

Accountants and finance staff
Access  Access to financial systems, sensitive financial data, or advanced reporting capabilities

Task e.g. annual financial statements, quarterly reports, tax returns and budget planning

HR staff
Access  Temporary access to sensitive employee data or advanced HR functions

e.g. implementation of salary adjustments, year-end bonuses, performance reviews IIIIIII

Task and reporting on annual financial statements

IT administrator
Access  Increased admin rights for critical systems

e.g. performing system updates, security patches, database cleanups or infrastructure

Task X
maintenance

Controlling and Compliance
Access  Access confidential reports and data analysis

Task e.g. creating reports for management, performing risk analyses and compliance checks

Warehouse and logistics employees
Access  Temporary access to inventory and analysis tools

Task e.g. carrying out inventories or annual audits in stock II IIII

2.H RBAMP

Rule-based account mass processing is the counterpart to additive functions such as identity creators etc.

The typical tasks are the subtractive measures such as deletion, blocking, demarcation, etc.

m  Concept & Documentation - Excel

m  Customizing -> Decission table (E96, E97, E98)

m  Execution - Dialogue & Background

m Protocol —-> Application log, action log, e-mail to administrator

[Btnckise] | inec.o | imecoatz] extco [mecom]inecpo[iner.a]me 2]t iner.a imt.5 i £ imeaz]imea e 2l ine 3] menom| [extas|enaa] excs [exenom| | o | & | [wma|vive|vmc]vimo supas supas|supao]
Bemerkung. Forst | Forst | Forst | Forst | Forst | Forst
Conditions.
ProcessingStep 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2
Blacklist Ja ~ - - Nein | Nein || Nein | Nein | Nein | Nein | Nein | Nein || Nein | Nein | Nein | Nein || Nein Nein | Nein | Nein | Nein Nein | Nein | | Nein | Nein | Nein | Nein | Nein | Nein | Nein
R3-User auf Destination vorhanden Nein | Ja | Ja | Ja | Nein | Ja Ja
last login, (create date) | 180> = = = o Nein | Nein | Nein | Nein Nein | Nein | Nein || Nein Nein | Nein | Nein | Nein Ja - = = - - =
last login, (create date) |100- 179 = Ja = Ja = Nein | Nein | Ja | Ja | Nein | Nein || Nein | Ja | Nein | Nein || Nein Nein | Nein | Nein | Nein E = == =
last login, (create date) |30 - 99 (oder empty + create-date 30 - 99) - - Nein Ja Ja_| Nein | Nein | Nein | Nein || Ja | Nein | Ja Ja Nein Ja Ja Nein | Nein - - - - - - -
Identity-giiltig lia, nein - - Nein - - Ja Nein Ja Nein Ja Nein Nein | Nein - - Nein Ja Nein Ja - - - - - -
Account-giitig. ja, nein = = Ja - - - - a | - - - - Ja - - - Ja - - la - - - - -
Unit C-O - Ja Ja - - Nein - - - - - - - - Nein | Nein - - - -
lia, nein - Ja Ja - - - Nein | Nein | Nein | Nein | Nein | Nein Ja Ja Ja Ja -
loy! , 1=ruhend, 2=Rentner, 3=aktiv. = - = - 3 3 = - - = - = 02 02| 1 3 - - - = = - - - - = - -
Authorization R3-Role CP *FREIGABE_BANF* - - - - - - - - - - - - - - - - - - - - - - - - -
i R3-Role VIM* - - - - - - - - - - - - - - - - - - - - - - - - - | Nein

R/3-User abgrenzen (Account-ENDDA & E40-ENDDA & E40-Tix) X x X X X
R/3-User 'sperren’
3-User nichts zutun | X X X X [ x X X X X X
VIM-User D | [ I | | | | | | 1] | | | | | | | ﬁ
R/3-BUPA o [ [ [ [ [ [ [ [ [ [l [ [ [ [ [ [ [
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idFlow Booklet
3. authorizationManager [am]
3.A Big-Picture
Authorization Lifecycle Management
Projekt Vorhaben Deaktivierung
Authorization
Manager { Erstellung J# Anderung J - Abgrenzung J
Implementierung & + / - Berechtigungs-
Produktivsetzung objekte
| ! |
| \ |
¥ NP
m RiskObserver | M
Risk
Observer
Access Security H System Security J l Operations Security
potentielle Risiken eingetretene Risiken
3.B Authorization-Workplace (Web Browser / Fiori)
q s N
Selection Authorization-Tree
=E “:”"’T“”' role-Fitting (+ /-) R role-Derivation
— races Organizational-Levels-Set
- . 7 Iﬂnimv-hu-ﬂue\le(l’\anmr(mum—nmss\m,—kam,—user) I 1 o - .
System A v Sml’muc[ 9‘036 S‘AN -
SeemB l‘f 5036 i SMY
. . Activity-Trace-Profile (multi-time-siot, -System, -User)
Hit-List 4 Activity-Trace-Profile (mltime st ystem, -User) +
L T —.m (o
" - Authorization-Workplace-Tree
- ettt et ettt el e e ——
H Change-Approvals = E -
27T - - -
Master-Role PFCG E ° :_ -. -
v = = =
Derived-Role SoD-Risk-Check] - == -
= Organizational-Levels - - - - .
Derived-Role Authorization-Di utioni ,_ " .
= Organizational-Levels 1 [ L] [
Development as Production
Il
Status Design Change-Workflow System-Landscape SoD}
[
Authorization-Distributor Ro\e—DiStributiOn soD-Risk-Observer Role—SOD'cheCk
Distribution-Tree SoD-Matrix
Development as H Production I
Sandbox
_ J
Principle of: | P
= Most Efficiency —— ) ——
- — E = =
Role-Observer Role-Designer
Analysis Maintenance (z.B. PFCG)
Visualization Fitting
SoD-Check Derivation
Distribution

Approval-Process
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3.C Business Roles

Booklet

The business role is used to link and process application authorizations that belong together from the entire system

landscape (SAP and NonSAP).

For example, one (1) business role can be defined for the position "Controller", which includes all necessary authoriza-
tions on all necessary target systems.
- By assigning one (1) business role to an identity, all necessary application roles are provisioned simultaneously and

in one step.

The business role enables:

m the combination of different authorization elements

m the definition of different destination destinations

m the determination of the temporal validity

e

JFMAMIJJASOND

| Giiltigkeit

Rollen & -Sammelrollen
Profile & Sammelprofile

Bl-Profile
Portalrollen
Strukturelle Berechtigungen |
Parameter |

\
\
\
\
\ CRM-Rollen
\
\
\

SAP-ECC / SAP S/4
ERP, BI, SRM, CRM, etc.

\ Rollen / Gruppen |

SAP-Cloud
SAC, DWC, SF, etc.

} Authorization-Element-Type

[ AD-Gruppen |

[ Litmos-Teams |

[ J

NonSAP-Systeme

CE-Mandset Compance Enforcer

B EEMEIYCLCLE L EeE] )&

B 0y AunlementType  CE-Objeit-Mestfaton * ozt < . .
@ CEBUSIESSROLE  WVZ_ZZ_SODI_VK_S5_01X02 ‘SO0 Koofikt Demorofe 1 CO_VK_55_01X02 Destinations
WVZ_Z2_S002_\K_S5_0%a06 'SOD-Konfikt Demorolle 1 CO_VE_ S5, 05X06
ey, R_BASIS
Wz R_BENUTZER
Wi BETRES O
Ly, R_ROUEN en A
WVZ_AL ANAGENSETRES_ANAGEN Abteihrgsister Anisgenbetrie Ariagen BA
W ALE ) Abtatkegaistar
WVZALBIOLOGE Abtelkngslder Anisgenbetreb Biiogie Q8 . P— 9 s
RS ey CE-Authoriz... CE-Destination Pos.Nr. aktiv?  gilig-ab
VIVZ_AL_CONTROLLIVG Abtaikngséiter Controting FC 9000117634 BE3-210 o010 &  01.01.1900
VIVZ AL ELEXTROPRO)_ANLAGEN Abtalkngsiter Eekroprojekte Aragen B w=
WVE AL HAUSTECII M Abtehrgsiter Housteck Netz PN 9000117634 BE3-210 0020 ¥ 01.01.1800
WVZ_ALINFORNATIK (08rmo BE3-210,06)-220) Abteihegsister
WK ALKATASTER Abtabmoster 9000117634 BE3-220 0010 ¥ 01.01.1800
EHST Abteihrster Kundendienst _
L RADRR5 et o B 9000117634 BE3-220 0020 ¥ 01.01.1900
WAL Abtaiogasn ©00011763¢ DWC-TEST 0030 ¥ 01.01.1800
cosoL_Fm F101_Controter
FI01_MATERIALMASTER FI01_MATERIALMASTER
= : WVZ_ADMIUSTRATOR BASTS
DataLoad: VIVZ ADMIISTRA

RBJITA

ERP-Roles

gilltig-bis

31.12.9999
31.12.9999
31.12.9959
30.09.9999
30.09.998%

Auth-Element-Type
R3-ROLE
R3-ROLE
R3-ROLE
R3-ROLE
SAP-CLOUD-ROLE

Auth-Element-Key AL
A10X-E1SCE401-01
AL0X-E1SCE401-02
FUCN_CASHIER
FUCN_PLANNER
PROFILE:t.20:5_MOD_S0

Cloud Roles/Groups

(Rule-Based Just In Time Access)
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3.D Authorization Optimizer

During the design/redesign of an authorization, the optimizer ensures that the necessary transactions/applications
are recognized and integrated into the authorization.

The target state (quantity of transactions/applications) is defined by:
m the TR/App collected in the traces

m the manual specifications/definition in the master data of the authorization

phase project (design, redesign) phase operations (risk elimination)
Authorization-
Tracer
Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection FallzH .
FEETE STAUZHTRACE 57036 20 HlitEs
System B Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection
STAUTHTRACE 5T03G SM20
0 f | build
Authorization-Trace-Profile (multi-time-slot & multi-User) [FIEiEE
| X |
- Authorization-Trace-Profile (multi-time-slot & multi-User) -
-7 \\t
~— - /
Authorization- - | _B—1
. - -
Designer — design
Authorization-Catalog // ~1 IOTEHIHTIE
+ = 4+  Authorization (Concept-Role: new - (Deriver) - Operations-Role: actual) - +
B AR

The equalizer enables the specific comparison between the traces, the authorization in the catalog, and the SAP role.

Authorization-Manager: Transaction-/ Application-Equalizer

remove

from
SAP-Role

Authorization

add
from -2 to
Trace SAP-Role
Authorization SAP-Role
Trace Authorization
SAP-Role Authorization
generate
[ Frofile
Ableitungen
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3.E Authorization-Deriver

Booklet

The deriver ensures that the Org.Level defined in the authorizations (derivatives from master roles) meet the specifi-

cations.

The specifications are defined for each customer organizational unit in Customizing (Naming Organizer).

m The target state (values of the Org.Level) is defined in the Naming Organizer.

m  The comparison in the source systems can be carried out partially or completely.

m  Generation in the source systems can be initiated directly.

MQ | SAP-Rale: Organisation-Level
¥ ™ Equelize Ocglevel

TATHI Y, UG 3T P - AL Y|

B AL T Cermert. ~ O Dest. Lerrert Te ~ Mk mmwne-Master

S NDOE T TCooke) s inbar 7 has den 7 ATGrog” " OAM 7 " Shaden

FIROLE  NATTALTL_SAOGUARICITIRY llLﬂl‘ MAT- TN 1 RIFER LS

MATTH

AEALLCCELALEEALALLACECLLCCLELALLLLELLLLCELLS

SAP-
Role

L

L
JEHIEN L T 1 ML= PSP AT (k]
NO-OE * Namng-Object ~ Comment “ Orglewar * Comment “ Language™ Short text” ~Poskion Sign (1,E) Option Low High Comment
MATTN  ARBPL Arbetsplatz SARBPL Arbetsplatz 101 Q * Arbetsplatz
BKKRS Bankkreis $BKKRS Bankkress 1 BQ * Bankkreis
BUKRS $BUKRS Buchungskres 1 EQ 0020 Buchungskress
BUNIT Konsoldierungsenhet. $BUNIT Konsoldierungsenhet 1 Q. |* Konsoldierungseinhet
BWKEY Bewertungskreis $BWKEY Bewertungskreis 1 EQ |* Bewertungskreis
CFASPET Aspekt SCFASPET Aspekt 1 EQ * Aspekt
Kondtionskres $CONDAREA  Kondtionskreis 1 gQ * Kondtonskres
CONGR Konsoldierungskrets $CONGR Konsolidierungskress 1 BQ * Konsoldierungskress
DIMEN Sicht. $DIMEN Scht. 1 Q¢ Sicht
DISPO Dsponent $DISPO Disponent 1 fQ - Dsponent
EKGRP Enkaufsgruppe SEKGRP Enkaufsgruppe 1 BT A* 2 Enkaufsgruppe
201 EQ 102 999 Enkaufsgruppe
EKORG Enkaufsorganisation $EKORG Enkaufsorgansation 101 EQ 2001 Enkaufsorganisation
I" 201 EQ 999 Enkaufsorganisaton
ERKRS Ergebnisbereich S$ERKRS Ergebnisberexch 101 EQ 0002 Ergebnisbereich
FM_FIKRS Finanzires S$FIKRS Franzkreis 1 EQ 0002 Fanzires
GSBER Geschaftsbereich $GSBER Geschaftsbereich 1 Q. ¢ Geschaftsbereich
IWERK SIWERK 1 EQ 0014 Instandhakungsplanungswerk
KKBER Kredtkontrobereich $KKBER Kreditkontrolbereich 1 EQ 0020 Kredtkontrobereich
KOART Kontoart $KOART Kontoart 1 EQ * Kontoart
KOKRS Kostenrechnungskress $KOKRS Kostenrechnungskreis 1 EQ 2 Kostenrechnungskres
LGNUM L $SLGNUM L 1 Q |* Lagermnummer/Lagerkomplex
LGTYP Lagertyp SLGTYP Lagertyp 1 Q. _* Lagertyp
LTRM_LOCAT  Standort SLTRM_LOCAT Standort 1 Q. |* Standort
NO_SAP-ROLE  SAP-Role SAP-Role 1 P MATTN_* SAP-Roke (Ownership-Detection)
201 CP NATTN_* SAP-Roke (Ovmership-Detection)
PERSA Personabereich $PERSA Personaberech 101 EQ 0020 Personabereich
PLVAR Planvarante $PLVAR Planvariante 1 EQ * Planvarante
PRCTR Proft Center $PRCTR Proftt Center 1 ¥ |* Proft Center
RCOMP Geselschaft SRCOMP Geselschaft 1 EQ  MATTN Geselschaft
SACHZ Sachbearbeter fur Zeterfassu $SPART Sachbearbeter fir Zeterfassung 1 Q. Sachbearberer fur Zeterfassu
SBMOD $SBMOD Sachbearbetergruppe 1 g |* Sachbearbetergruppe
SPART Sparte $SPART Sparte 1 EQ |* Sparte
SWERK Standortwerk $SWERK Standortwerk 1 EQ 0014 Standortwerk
TPLST Transportdispostele. STPLST Transportdispostele 1 EQ * Transportdispostele
VKBUR Verkaufsburo $VKBUR Verkaufsburo 1 Q |* Verkaufsburo
VKGRP Verkaufergruppe $VKGRP Verkaufergruppe 1 Q * Verkaufergruppe
VKORG Verkaufsorganisation $VKORG Verkaufsorgansation 1 EQ 2000 Verkaufsorganisation
VSTEL Versandstele SVSTEL Versandstele 1 BT 1400 1499 Versandstele
201 EQ 2001 Versandstele
VTWEG Vertriebsweg SVTWEG Vertrebsweg 101 EQ * Vertriebsweg
WERKS Werk SWERKS Werk 1 EQ 0014 Werk
201 EQ 0020 Werk
WKSET Kurspflege: Arbetsvorrat $SWKSET Kurspflege: Arbetsvorrat 101 EQ  SAE Kurspflege: Arbetsvorrat

Naming-
Organizer

2%

i B8 5

g
3

10 MATTN
10 MWATTH

I E R

%
[

10 1400 1em)

i

10 oe9¢
™

k(‘k(k((kk(kk((‘k((LA&‘(A(&Q(L(Q((i

Side 15 from 24



idFlow Booklet

3.F SoD-Risk-Observer (Authorization)

The SoD Risk Observer ensures that the policies are permanently adhered to by automated monitoring of the de-
fined risks or that they are assessed, documented and dealt with in the event of a violation.

m  Testitem - 1 Authorization
m Basics - DSAG, SAP-GRC, auditing houses
m  Concept & Documentation = Excel
m  Customizing - Risk Organizer
-> Rule Organizer
m  Execution -> Dialogue & Background
Protocol -> SoD Analysis
m  Mitigation - Form & Workflow

Pz

4 0 )
& \

/
JEFMAMIJJASOND

.;9 ‘4 /.‘ //

/ 9
) . (¥ ,\e
\ Giiltigkeit \ < %
<4
PR IS \
Rollen & -Sammelrollen | \ 7 ‘33 7
Profile & Sammelprofile | ) e;;\.
0 BI-Profile ) Y/ "// \/
( Portalrollen J / /. /

/b/

\

A\

(‘

[ CRM-Roll | | e < <© 2N
0 e". A/ N

S
Y yrs ?‘/

Strukturelle Berechtigungen |

( Parameter I
J

(

SAP-ECC / SAP S/4
ERP, BI, SRM, CRM, etc.

Authorization-Element-Type

( Rollen / Profile ]

SAP-Cloud
SAC, DWC, SF, etc.

[ AD-Gruppen |
Litmos-Teams
( |

NonSAP-Systeme

The rules and risks are documented and can also be used to prove the applied set of rules.

SRR
0410,

The rules and risks are transparently implemented in the system. They can be extended to suit the customer's needs
as well as deactivated in a targeted manner.

* Q@ Risiten 1 [11][30 selektionsoptionen (32| R || H | .

B Risko-Analyze
‘3 e ObjeleTyp / Objele apzsw Berechnen  Stalus | #Treffermenge oM
v - @ Risiken
> I Foancial Audtreports Financil Audtreports ' Information Security Manager Information Secunty Manager ®
N it ~ W ASO: Access Securty ~Access Security ®
@ wformaton Security Manager > I Beschaffung Prozess Beschaffung. @
© W ASO: Access Securty o Prozess Inventur
> I Beschaffung B Investtion Prozess Inveso
e Inventur B Kossenbewirtschafiung Prazes: Kassarbevrtichaftung ®
7 I Investition I Personal Prazess Personal
‘m B Sechkorten Prozess Sechkanten
* I Personal v Verkaut Prozess Verkau
> I Sachkonten > 2 oK 55 0102 l. (0] Verkaut: CO_VK_RS_01 AND CO_VK_RS_02 o3t @ -
< Veriauf > 2 co_vK_ss_oba3 o0 Verkauf: CO_VK_RS_01 AND CO_VK_RS_03 o131 @ +
- co_vK_ss om0z <2 co_WCss o1 00 Verlas: COVKRS OLANDCOVKRS.08 0131 &
* 2 COVK_55_01x03 CO_VK_Rs_01 1. CO_VK_RS_01: oA @ 126
2 CO_VK_S5_01:08 CO_VK_RS_08 L B3 CO_VK_RS_08: Debitorenstammdaten beerbstten DA @
- 2 co_vK_ss 0208 : €O, VK _RS_ 72 co_vK s, { 3=} f: CO_VK_RS_02 AND CO_VK_RS_08 o3 ® +
[ CO_VKSS 0304 Verkauf: CO_VK_RS_03 AND CO_VK_RS_04 » &2 CO_VK_S5_ 034 ® O Verksuf: CO_VK_RS_03 AND CO_VK_RS_04 o3 3 +
- & Co_VK_S5_0506 Verkauf: CO_VK_RS_0S AND CO_VK_RS_06 ? & C0_VK S5 0506 o0 Verkaut: €O_ AND o131 ® -
* 2 co_w_ss_os07 Verknuf: CO_VK_RS_05 AND CO_VK_RS_07 > & 00_VK_SS_0507 [ e Verkauf: CO_VK_RS_0S AND CO_VK_RS_07 0131 @ +
- @ co_vK_s5_omxa7 Verkauf: CO_VK. LR06 40 00V RS.07 » 2 C0_VK_S5_0607 0 Verknuf: CO_VK_RS_06 AND CO_VK_RS_07 o131 (] CL
? I SSO: System Sequnty System Security Observar W SS50: System Security ‘System Security Observer
% ExampleCompany » I8 0SAG Prifieitfanden SAP ERF 6.0
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3.G Authorization Distributor
The Authorization Distributor enables the distribution of authorizations (SAP roles) in the system landscape.

The distribution path is defined in the distribution tree.

Example:

Distribution-Tree

v

Development

Qs —’{ Production ]

Sandbox

\ 4

The actual distribution can be carried out either via the SAP transport system or directly via RFC distribution

The distribution can also trigger a request with a corresponding workflow.
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4, emergency accessManager [Eam]

The emergency accessManager (EAM) allows the assignment of "emergency permissions" and the monitoring of the
activities carried out during the "emergency period".

The EAM is fully integrated into the various idFlow components.

4.A Process
E Y \\ 'Y Emergency Ei y
L wittein beheben /¢_ . analysieren
Emergency
Access
Manager

Communication

R IRLET ' Approval-Request ' Mitigation-Request - Mitigation-Request
! genehmigen starten (automatisch) beurteilen & beenden
0 ¥
: I
Activity L ¥ ; : |
Tracer HRN Aktivitdten ; Trace-Protocol
T hmelin ind Speichem” T >_'_"malysummdbemeulen>
Operations Security T
Observer Activity-Risks
7 analysieren und hemeilen>
4.B Request-Workplace
Request with / without approval workflow
m  Self-service (Web browser / Fiori)
m  Admin Services (Web browser / Fiori or SAP GUI)
4.C Activity-Risk-Observer
Activity-Tracer
Emergency-Access-Aktivititen sammeln und speichern
Syetem A Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection
HESEL STAU*HTRACE 53036 S,MZU
System B Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection
STAUTHTRACE 5103G 5M
.
Emergency-Activity-Trace-Profile (multi-time-slot, multi-System, single-User)
Activity-Observer Risk-Observer
Auth-Trace-Collzction Waorklozd-Collection Security-Audit-Log-Collection Auth-Trace-Collection Warklazd-Collection Security-Audit-Lag- Collection

= manuelle Uberwachung der definierte Risiken

Activities

automatisierte Uberwachung der
Activities

Side 18 from 24



idFlow Booklet

5. licenseManager [Lm]

The licenseManager calculates the license type to be applied per Identity & Account.

5.A Big-Picture

Rule based License- Optlmlzatlon

Aug | Sep | Oct | Nov | Dec | ..

PLP - principle of least privilege

&
&% & & ol
5
£3 & & & &
,,,,,,,,, =] =] =]
rsaMe Rule-Based A ™M ing ®= B B8 2 B =2
rEJITA Rule-Based Just In Time Access =] (= = =
RBAC  Role-Base d Access Control 1 =] (=

Rule based License-Calculation
“ﬂﬂ--ﬂ | A [e| b | e | F | & |

potential & effective Usage

Non SAP
SAP c
=]
=
Users Logs other DBs 8
Masterdata Workload E e
Authorizations Traces EEE

SAP NonSAP
Iy 7 = @ |>100 Applications

S/4HANA On-Premise Cloud
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5.B

License Calculator

Booklet

m Adistinction is made between an "internal license type" (e.g., for internal service allocation) and an "external
license type" (e.g., for license measurement by SAP).

m The license type is determined based on the permissions assigned to the respective account or other measura-
ble criteria or set manually.

m Inheritance to the Identity level takes place on the basis of the customer-specific defined set of rules.

Anuapi

jqun

UN0Y

uonezuoyiny

e O OO0 ¥ SetUcenseType TR 0%
CE: Identity-Workplace: set Identity-License-Type
BRSICADIEL 2 ala)®)a) m @
B 7 CEMentty Nochome * Vormame LT-Denew’ DeRa? LzBeacy’ " LeBaAR) (zBaCal’ LubtMans’ Acc-Type ~ Destration Accouet
PON2ITI4 Kangedecher L) R RUSER  BED200  LKENGE? 2
o
S0N27I7 e s SE200 COSOLLCON
Identity i
Delta-Flag
5.C License Update

m  Both the calculated license type and a manually determined license type can be saved in the billing-relevant
attributes.

Action-Log

Identity

Link

Account

THSMO1/CE

OFE_AIM_72

aituell kalkuliert

neu manuel

aktuell mauell

Uzanz-Typ-intern

set fix

o set new kalkuliert

set new manuell

o 5t nou kolodlert

{ink {ceount -> Identry

sat fox

o sot new kalkuliert

w8t reu manuell

Lizanz Typ-sxtern

st e manuell
o set neu kalladert

Lizenz-Typ-intarn

sat fix

o set neu kalkuliert

st e manuell

‘st mew manuell
o set reu kalodert

| pocourt

set fox

o set new kalkuliert

set mew manuell

¥ st Link- Lizenz Typ-¢)

aerm-aktuel

aktuell

fix

kalkuliert

manuell
neu

manuell
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6. Requests & Workflow

6.A Request Monitor (Web Browser / Fiori)

l Fiori-Launchpad }<

approve / reject Request-Positions

crreenee]

6.B Workflow Customizing (Decision Table)

o Standard | Standard | Standard | | Standard | | Standard | [standard| standard | | Standard | standard | standard | Standard | standard Standard ol « - B o an o
Default mit. wrok [——
emerk Deault chne Request Workflow asse wasse weitere
e = R > e Acton s
Rt [ e e T [ e o [ - oo | we | ex | e [ e sine Acten Acton Acton Acten Acten Aeton Acton | acton =t
N — [zEn hecaom | [0 ome | hecomn | ecomn e o
sccrecre | facc.e ce feEec) heceae | MCRECE | Locieon | hocrece | o facreae
e sccrwser | facc pwser — hectork | peerwser | e | pecewser | (AP nccowser | ecowser | [accowser fecowser | |
cenctn zunns | oo | faccion | jeconk 2o fewinox | AESNE e puser  [accumon acconere  |E50 ccaare | [l jaccone e 1ok pectock | faee fc 1ok oo [acciock | [peeErETe
Accoume | i e - frecoams pconee | e hecoum | econm o
AoV | o AE PRV vt S waiov | [paisiov | [zaceRov  [oagerov
e Acton-Trgger wiok | mweok | mweon || wweow || wiox || mwrok | eweow || Zweol | Zwior | Zwiok | Zwiox | zwiok —_— _— —_— Ewek || eweex || mweex | wweer || mweer
oestation * * * . . * GoHe Gt Grer Grer Gist
[E—— = were || 5o || e | oneme
[rskype
[ o
enT-sWe T
RBAMP] 16 ReAMP|
EACKGROUND Y/ M) 17| oo | ]
s Acton Subset. sace | sace | seace soace seace seace | soace seace seace seace seace seace seace seace soace seace seace seace soace seace soace seace
[E98-CE-Action-Position | 1000 | 1005 1005 1010 1020 1500 | 1505 1030 1032 1034 1036 1038 2020 2000 | 2012 || 2100 2110 2410 2510 2610 260 || 2720 |
a7 ncton sace | s | wnce sonce sonce sonce | s sonce soace sonce soace sonce soace soace sonce sonce sonce soace sonce sonct sonce sonce
a7 cto-pos o000 | 105000 000 | | reoom | 70000 o 009 om0 | wwom | eosoo 5000 400 400 4000 400 a0 P )
W At o w0 o wo || _wo 0 o w0 0 o | o
A-Admin A Adrin o1 o1 cos swadmin || sarcam o1
Useace | ymee | v || v Vsrace [ | e | yonce ||y | Jswee | yome | dome | vwace L seace Lsrace Ssonce Lsrace Lsrace srace Ssonce Ve | vsnce Lsrace
100000 | a0 | y0so00 D 3 aaoooo | [ 4760000 | w0000 | | Josioo0 | Gesoooo | Goaoooo | Gooooo | oaom L1300 0000 ) ) ) oo [ | saooo0 |y saooo0 | | 100000
o ves no o no o " o 0 ves ves s ves ves ves
e | o ves ves o o o o o o ves v ves ves ves ves
e e e ves S e e ™ o e e s e ves ver e
I I Reguester | | Reuester | | Requester | Requester e e Reguester T
I I Fecom EAW Tecout &P | Account &AW | Accont Secom &AW
e |l
e s e ™ o o 0 o o o f f o
v s ves 3 o o i o o o o i o
1w Lo
A Admin 3 At Lo voi vors || vownimn [| yswcwm | Jor
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6.C

Request Email

Email as Request for Approval / Denial

Attachment

-

APPROVE_request.SAP

392 Bytes

REJECT_request.SAP
- 390 Bytes

Message

Message to WF-Responsible (new activity - ready to execute)

Requast-subject AIM-APPROVAL: Account craate
Request-Object Account-Type: R3-USER Destination: BES-200 Account: COSOL_LES0 - Lutz Kengelbacher
REQuest-Status  ready

Text

Task

Contact
Motice

Info
Message-from

Text

Beispiltext

Action
Wworkflow-Task
‘Workflow-3t2p

)

zusatzlicher Kontakt Lutz Kengelbachar
zusatzliche Motiz
zusatzliche Information

£OSOL_LK - Lutz Kengelbacher

JHSMDL/000000_XXXX: Mail-Typs filr Request mit approve/reject

Task of Responsible

ACC_CREATE
APFROVAL
1/1

P

Account-Type
Destination
Account
Firstname
Lastname

E-Mail

Workflow-5tep-
‘Workflow-3tep-

0E CEfCE_Organisati inheit B 3000117157

Responsible-1  COSOL_LK24 Lutz24 Kengelbacher kengelbacher?4 @bluswin ch
Responsile-z  COSOL_LK Lutz Kengelbacher  lutz kengelbacher@cosal.ch

R3-USER
BE3-200
COSOL_LKS0
Lutz

Kengelbacher

lutz30.ken;

est.ch

Workflow-Information

Workflow-Information

Action  WF-Step
ACC_CREATE

Request-Details

Request-Details Mandant

CE: CE-Objekt
CE: Request-Event

Entry-Type  Change-Request User-Input
REQUEST_CREATED

Feldtext Feldwert

200
3000156523
AP-AC-ANAC

User-input User-input ~ User Date/Time
COS0L_LK 2020.12.03-03:42:458

Kommentar Feldname
MANDT
OBJECT
REQ_EVENT

E-mail as info

Messag
Subject
Message Contact

Notice

Info

e to ACCOUNT

AlM-Info: Account COSOL_LK30 was created
info@cosol.ch
FAQ: www.cosol.ch/downloads/FAQ

weitere Informationen ......

Message-from COSOL_LK - Lutz Kengelbacher

Text

Text .
Beispieltext
/HSMD1,/000000_0000: E-mail chne Request
Information on Account
Action ACC_CREATE
Account-Type R3-USER
Destination BE3-220

Task Account COSOL_LK30
Password 0a311469483!
Firstname Lutz
Lastname Kengelbacher

E-Mail

lutz30.keng@test.ch
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7. Activity Tracer

Booklet

The activity tracer collects the activities that were carried out by an account (e.g. SAP user) in a certain time window.
The three different trace types achieve very good trace accuracy and display transactions such as "Display BOM" can

also be recorded.

The traces are the basis for further analysis and design work.

7.A Trace -> Profile

Activity-Tracer

Activity-Trace-Queue (Planning: multi-time-slot, -System, -User)

SR Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection
ystem STAU;HTRACE SI03G SM20
\7 [ J
System B Auth-Trace-Collection Workload-Collection Security-Audit-Log-Collection
STAU HTRACIE Sioae SMZf
|
Activity-Trace-Profile (multi-time-slot, -System, -User)
I y
Activity-Trace-Profile (multi-time-slot, -System, -User)
7.B Structure

m  adhoc traces
o Emergency access (critical activities?)
m  Planned Traces
o Authorization Designer
o Authorization-Observer
o Concept: Excel
o Customizing: Trace Queue
m 1Traceincludes:
o 1 Trace Type (Authorization Trace, Workload, Security Audit Log)
o 1 Account (SAP User)
o 1 Destination (SAP system)
o 1day
m nTraces -> 1 Trace Profile (e.g. Trace Profile Buyer)
o Multi-Time Slot
o multi-user

o Multi-System

build
planning

collect
activities

build
profiles

108
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BCB

enabling process excellence

BCB GmbH
Landhausstrasse 1
9053 Teufen
info@bcb-gmbh.ch
www.bcb-gmbh.ch
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